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SSL/TLS

B SSL (Secure Socket Layer)
- B MH QL HEfR X 7he| otFst S4S {5 JHY (Netscape , 1993)
- MMASOM HBEEH, ofE2[AH 0|4 Ho|Hel otHd EF
- SSL 2.0 deprecated('11, RFC 6176) , SSL 3.0 deprecated('15, RFC 7568)

B TLS (Transport Layer Security)
- SSL 3.0 O] EE3StEl O|= IETFOA TLS Z2EZ HEZFE2} (1996, SSLv3.1)
- SSL3.07|8AS) g€ayolE =2ES
- TLS 1.37}X| 2 E (RFC 8446, 2018.08)

Protocol Support
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- SSL Labs
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SSL/TLS

B M& A5 (Transport Layer)2| 253}

TCP/IP LIEAE ALESH= S40| HE

H&EAS SE 2ot Ho[H 2 =2

HEASl Y=t

o

L—
HFAIO

=

|22, HTTP 2| FTP SMTP & C}

ofsh

S8HE TRZEZAM AR

T2EFE Well-Known Port Description
HTTPS 443/TCP HTTP over TLS/SSL
NNTPS 563/TCP NNTP over SSL
LDAPS 636/TCP LDAP over SSL

FTPS-DATA 989/TCP FTP over SSL

TELNETS 992/TCP Telnet over SSL

IMAPS 993/TCP IMAP over SSL

IRCS 994/TCP IRC over SSL

SMTPS 465,587/TCP SMTP over TLS/SSL

POP3S 995/TCP POP-3 over SSL

SUUCP 4031/TCP UUCP over SSL

AMQPS 5671/TCP AMQP protocol over TLS/SSL
SYSLOG-TLS 6514/TCP Syslog over TLS

SIP-TLS 5061/TCP SIP over TLS
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- M HESZ E2fH | 25~35% AbX| Default protocol https is used by 63.1% (2020. 07)
- 20 HTTPS Eci® 2 80% Ofl & >
- HTTP/2 ALRE =7} ) B

10

o
1Ju® 1Aug 15ep 10ct 1Mov 1Dec 1Jan20 1Feb 1Mar 1Apr 1May 1Jun 1dul
Usage of Default protocol https for websites, 16 Jul 2020, W3Techs.com

- w3techs.com
W 20t FH|o| °F 20% 20| & FH S S5 o} =3
- YZ3} Z & High 8# Q| Cipher-Suite CHE3IE EOtA|AH M5 XS}
- ECC EtY 21BM =& B7t
- TS 13 AMEE §7r

- Out-bound E9t £2M0| 4L 233} 27}
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Changes in https (TLS 1.3 — RFC8446)

m ClO|E{MIE| L S8} EajT 7hAlA Shmo| B

- Static RSA and Diffie-Hellman cipher suites have been removed; all public-key based key exchange mechanisms

now provide forward secrecy.

- TLS1.3 £E RSA 7| W E}Y Cipher-Suite O] X| @l (DH 7| &t EtR! Cipher-SuitePt AH2)
- IDS, EAFZHMH e} 20| Sniffing EFR S| EQtA|ARR ool ECfd 533 57t

Frame 34: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface ©
Ethernet II, Src: PaloAlto_42:ef:15 (00:1b:17:42:ef:15), Dst: aa:bb:cc:12:34:56 (aa:bb:cc:12:34:56)
Internet Protocol Version 4, Src: 13.125.20.154, Dst: 10.0.3.54
Transmission Control Protocol, Src Port: 443, Dst Port: 25303, Seq: 1, Ack: 518, Len: 1448
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 68

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 64
Version: TLS 1.2 (0x0303)
Random: 263ff2643edd973cc202cb73f539a372ad11fa2lecdbdedf. ..
Session ID Length: @
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (@x000a)
Compression Method: null (@)
Extensions Length: 24
Extension: renegotiation_info (len=1)
Extension: SessionTicket TLS (len=0)
Extension: application_layer_protocol_negotiation (len=11)

{ vvvv

v

v v v
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Changes in https (Encrypted SNI for TLS 1.3 - draft-ietf-tls-esni-06)

W GO ME L A=3} ECE 7tAlS =& 9| oA
- ECHO works by encrypting the entire ClientHello, including the SNI and any additional extensions such as

ALPN. This requires that each provider publish a public key and metadata which is used for Client Hello

encryption for all the domains for which it serves directly or indirectly (via Split Mode).

- SSL Handshake 2} L SNI(=H|Ql HE) ZE A5 3}

-
EOQl EE =l S Ut0f et 7| E 22F FH[S2 SNI EE0]| ofHot 2ot HH Ro o}

v Extension: encrypted_server_name (len=366)

Type: encrypted_server_name (65486)
Length: 366
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
» Key Share Entry: Group: x25519, Key Exchange length: 32
Record Digest Length: 32
Record Digest: @1df4668h301013009a39cf93aa8425459¢cdc85582008050...
Encrypted SNI Length: 292
Encrypted SNI: bcl7c534adfd@355deeaB8c234dab@b9906e304c50d34918..
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Proxy base Full Transparent 2=

B EE2 IP 20 gi0]| Stealth-modeZ 29Y

- JIEUEYD 7Y B H L IYE Q1S

—

B Inbound / Outbound ¥utsk Egf=l X 2|

- In-bound : 2[F0|A] LHE SSL ServerZ2 K¢ &= Ei® (MH[A F2Zt DMZ/IDC EQF Z=h
- Out-bound : LHEO|A Q& SSL Server2 9% E|= E2fT (L8 AMRXF 727 EQF 243}

=2\ 2|¥ SSL Server e

—
— S
«

4

PLAIN ,” PLAIN
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SSL SSL SSL Server
fmmmm=ed [T \emccaaa &\z/ ----- > e, ———-——-—- >
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LHE Client
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Cret HESR +48 X &

B NAT(Network Address Translation) 24 X| &

- Active Inline 7+Zt0]l NAT 2 Z0| MMEEI HAL|= EOtEH| 14 8l A=

@ NAT =(Md ZE HE)

SRC:10.0.1.100:1234
DST : 8.8.8.8:443

@ NAT 28 A @NAT 8 &

SRC:112.216.3.62:5678
DST:8.8.8.8:443

._________-
op

sl @ M|HE|0|2 HHO|E(A 455 & AHHE HE)
P W s N
| NS U@

L& Client Internet SSL Server
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HOMA|AHl A& F7F Health Check

W O AJAY HS 70| X LA XH5 HO|T|A 3 U MH|A 184 B

- ICMP E& IPX E2j® 2 0| &%t Active T+7t Health Check
- Health Check Fail A| Active 7+ZF E2{ = HO|THA £=%H

@ Health Check Fail 23|

@ AtE BO|Tf A 7Y

¢ oy, = Jasva]|———— [T#F
@ Y e

2= Client Internet SSL Server
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S5X| ZE HE 8 X|E =0T 523
MK 2|E {2 5-Tuple(Src IP, Dst IP, Src Port, Dst Port, Transport Type) =X

- MHA ZE J|HtoZ2 T2 EZEE QASHE EOF A|AHIS I8 SAX| Port H A (Port Conversion) A7

W X8 =Helof ciet MEH ef5z 3}

S AMH{(IP:PORT)OA Of2] 7HS| & MH|A(Virtual Host)E M&ots 89 S8 =Ml X[ 510 523 =3

2|4 =091 (www.monitorapp.com) E2fLot 255}

www .monitorapp.com EefE2 SHA ZE goe= #y | .
i "
1 ]
: '

HTTP Port 80 1 + HTTP Port 80 .

' ' Www.monitorapp.com
X : www.aioncloud.com
] ]

HTTPS Port 443 /@\ v ¢+ HTTPS Port 443

@ — — - — ; Bl g

2% Client Internet WEB Server
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PKP(Public Key Pinning) CH-&

o

B 23 A{| Pinning MH|A L S

- ZCO|UET M S SOl CH2ZE 22 QIS M7F MX ME Q| IS Aeto 5L o &
(EX: 717t 5, /=2 YU O|E &)

- Certification Pining O [t SSL S4I 27t MM Cist Xt5 stE Gl 2t

- AAE= XN shE 2| PKP 2[AE 2210 DB YHIOIE M-S

ol
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E
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[ S T S——————— YRR T 05-07 16:49:49 DB
[ R e e e LI 1T ) 05-07 16:49:49 DB
[ T b 05-07 16:49:49 DB
] T T L] 05-07 16:49:49 DB
O AT a4 05-07 16:49:49 DB
[ — 1 34 J s e 05-07 16:49:49 DB
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[ T DR L | 05-07 16:49:49 DB
[ W] e 05-07 16:49:49 DB
[ T T RFTRITE 05-07 16:49:49 DB
I ELRL RN ] 05-07 16:49:49 DB
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n ] A7t
O 1004125 10-26 09:13:42
O 100463 09-13 16:52:40
O 100427 09-05 1205555
O i003.130 09-03 14:11:36
0 100226 08-12 17:36:13
0 100225 08-12 17:36:10
O 100221 08-12 17:35117
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MONITORI\PP 2.

Invalid SSL QIS A A=

rir

H SSL S A0f| AR E]
- Invalid §IEME 2 L E Y AO|EO||A HIHHSH LA
MY QIZM, §F 7|7 OtE, 9 ALO|E ZAQb S QIS M FA O] YXK|

Invalid Q1SAM A=

AS M7t Invalid ASA Q! B2 ol M XHEH
L

CIZLE|X| B2 CA & Lot Y9

1

P>

SOI8LI & 42 HTTPS E2T 2|

=2
Hl
re
Im
ﬁ
P>
_}o'_l-

W HTTPS A7d 9 #2|2 elst &
- TLS13 X ¥

- "HEIZOQ 215 X &

- ChYsh ShEAL KRS A el 1P £ TQ)of M2 ZtEHSE QISAM 52
- AX ¥ MY 243} Cipher-Suite 21t S7|3HAHs HH)

[=) = O
- USAM e AP ZE 8 S U= Al XtE HIO|T A TS
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APPLICATION INSIGHT SVA Line-UP

Specification AISVA-200_Y20

AISVA-500_Y20

AISVA-1000_Y20

AISVA-2000_Y20

AISVA-4000_Y20

dim
o
oA

AISVA-8000_Y20

Appearance L = sase )
RAM 8GB (X[CH 128GB) 16GB (Z|CH 128GB) 32GB (Z|CH 2TB) 32GB (Z|CH 2TB) 64GB (Z|CH 2TB) 64GB (Z|CH 2TB)
HDD 500G 500G 2TB 2TB 2TB 2TB
MGMT / HA - Mgmt 1 UTP Port - Mgmt 1 UTP Port - Mgmt 1 UTP Port - Mgmt 1 UTP Port - Mgmt 1 UTP Port - Mgmt 1 UTP Port
- HA 1 UTP Port - HA 1 UTP Port - HA 1 UTP Port - HA 1 UTP Port - HA 1 UTP Port - HA 1 UTP Port
Network N N ) ) ) )
(Default) 1G UTP * 4 1G UTP * 4
Slot 1 Slot 1 8 Slot 8 Slot 8 Slot 8 Slot
Network
@) - 1G UTP 4Port - 1G UTP 4Port - 1G UTP 4Port - 1G UTP 4Port - 1G UTP 4Port - 1G UTP 4Port
P - 1G Fiber 4Port - 1G Fiber 4Port - 1G Fiber 4Port - 1G Fiber 4Port - 1G Fiber 4Port - 1G Fiber 4Port
- 10G Fiber 2Port - 10G Fiber 2Port - 10G Fiber 2Port - 10G Fiber 2Port - 10G Fiber 2Port - 10G Fiber 2Port
CPS 10,000 16,000 29,000 47,000 55,000 94,000
TPS 45,000 72,000 145,000 225,000 280,000 489,000
Throughput 2G 2G 6.7G 10.3G 13.3G 20G
CcC 100,000 200,000 400,000 400,000 840,000 842,000

« Slot0 NIC ZEES MEH/
« 2 NEO| AMY

2 4+ AU
U & gt

. A= 242 APPLIANCE SHEET HEE

TSHAI7| BREHLITE
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APPLICATION INSIGHT SVA =82 & (22h

Policy Functions Details
HESZ Eefg] HESZ Eefd X A=zt EcfHO Ciot 2L HE
2LHE
WNESL=S4s AAE 2laa G QIEHO|A HEf 2LHE
SSL MM 23 =53] QI HH2E /Ot2 HIRE & 523t =3 O[5 tfjst 21 &3 & MF
23 HRO|mjA 23 =3 HrolofA M7Fof 2 QI HFRE / Ot HH2E Efd Hio|mjA o|H =21 =3 A M
A2 23 A AE 22| Rpe| A|AR A O Ao ofst 2 0| 21 &3] & HF
HANM SSLEET 20N HESZ % =3 Egfd 2 g HaM
712 4% M S7|5t, RE QTM 2|, 2FM BtE e S AAH 2FS S 7|2 43
2% e XHE QI H2E MH S5 % 22|, Ot HIRE 523} ti &2
SR Passive Mirror 2535 2l A5l EfE S EAF A MESH| I3 Passive ZE MY

SSLE@st 271 BlAE | @ =t 2IKAD) A, B AO|S0f Thet st L Bl
so|mj 2 el o =3t H Ql(H0|T|A) T4 1P i URL M 2 B2
malxt 2 NAE 223t SY@AYE, Ok 2 B, B2 P 5)

rig
oX
nx
o

NESE= RoRS P, AIZH 713}, Bt & & 278
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APPLICATION INSIGHT SVA =2 X%

. SSL Copy E2fX

« CPS

« Open Connection

 Full Handshake / Reuse Session
- OS2 0lH 7 &4

- ZREZ HE A

2|& S

2=
==
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APPLICATION INSIGHT SVA =2 X%

Policy - Default

- Port Conversion 8%

- =23 EfjHol S4X| ZE

T

87|

or

APPLICATION INSIGHT SVA

- ALPN K| & AH

>

+ ALPN 2 I R%| T A 27

. SSLMM 23 AA /SSLHO|TA 2O AN Kz

0 551 HoIRA £ gy

2 ALPN TIE £7

o peE LA BE4 2 ABay

- MM 23 /Ho|lmA 20 2Z oF &

0z

o4 5713 2
ou Au7

_ Ol_l Hl-—S—E SSL A‘IH-l OI_|§A-| DI_|-E AE-ig rssLHH 2 4

5 0%

. OEA TR ETo| et XS Ho|TA 2

C O WY A RS WY oy 8
W YA 25 Y =
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APPLICATION INSIGHT SVA =2 X%

Policy — Out bound

APPLICATION INSIGHT SVA

(
- AE Al ESY XS

- Invalid Q15 A Xpch

« Expire, Revoke, Self Signed 2| 215 A EX| permEyiey o
o HEM e WE 3 gN Ng } e
o ME BB HE MR OR
- SSLOIESAM MAH

o55L 428 Wh AAE KEHA

Y 25 OFRUIRE Invalid SSL UEA A

® -6|=:|l é)I'O‘” AP%EEI Root ol_l %A-I %% E‘tl _T—ILI- E’l e g Ous oE
et gojx| The defat block page
] Ol_l % A-i Xr% HH E Dxl AE-i x| -6I-_ §OI- LER-T-E=] + j\]ﬂ\f{lﬁ:ﬂﬂmw 1&DEPTH_ZERD _SELF SIGNED CERT, 1%:SELF SIGNED CERT IN_CHAIN, 20:UNABLE TO GET JSSUER CERT
- QIZA Bz m|O|X|] 2| CIO|HE 7|5 MY
. OIZM H|E S DL EE

- 2ct¢l DB ¥H0|E &2

- KA oS Al 71X 28
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APPLICATION INSIGHT SVA =2 X%

Policy — Operating

APPLICATION INSIGHT SVA

2uEH 21 ma waA R

- Hl- o | EH ﬁ —El- El :“.I‘I OLEHIZE W
LA PR

. ol_l Hl‘—E—E |P HI-OlrLHﬁ ’ = | 3= mema

) pluze ssi Mo

oy pe (& a2 )

- OFX HHZE |P BiO|T{ A~ ansac ruon D et
OFEHLE S URL BO|T) : eHlEE 1P ojm =
-+ OFX HI2E URL HIO|T{ £ e

&gt Bojx|

0 ae seix

ol wmo e 2

- Passive Mirror

| s

- =23 E2fH0j| CHSt Passive 7

- SUX/FHA AHHO|L, FHX| ZE, RX/TX
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APPLICATION INSIGHT SVA =2 X%

- & 233 £ SSI/TLS EgfE HE 2
o AlZH
. EZ{T grsF(IN / OUT)
. OIEmo|A
. Z20|%E |P:PORT
« ANH IP:PORT
. BAE

« SSL HH
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APPLICATION INSIGHT SVA =2 X%

Bypass Log

- HiO|OiA ¥ oot E)

JE

g2 =24

> S
- Efg &g(IN / OUT) '

- 20| E |P:PORT
« AH{ IP.PORT

20 14543 QBHEE 10016506087 2318167201443
o0 s qadge Tontesoszers o
« URL(SNI) wovvens | waots | ne [usnmes
LN aguEE Ton30ReT e ot
LS aguEE Tonsnesss e o
O —1 7—I o una azsgc 1055053 T s wrmugAE
—
0720 185047 100103062655 125041 130 18443 0[8L

100105060669 21T 2616443 - Hapiges

100105080068 121532143043 . 2 yabgze

0720 1457 0105080065 1IN Ham
0 145136 00105553052 1ML YPBMNTLE

01-20 S5 100103082654 1ML ofgiit
LENTEE 10010385305 3018152403 YFEwAR LR
01-20 145029 0105553049 Q3010152440 A uREMmAE
e 1251411018443 PN UREWAAAE
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APPLICATION INSIGHT SVA =2 X%

- HIM A (PDF / XLS)

- Bl 7|ZHOjH] =2 Q°f H&

O I:Il E—?—-I 5. E EH J_il EITL) 2154 834
wieduuny | AAdERN  maMed

« SSL/TLS E2f= o

. C P S N5 wlinor Oflns

APPLICATION INSIGHT SVA

L3N TR @ O Ot OmMe aweea E-moena 0
s 3N 2 EkL] DezAzguzegeas  F4=H3 Mps ag 7 55 COPY Mbgs g
L] 4 g
Open Connection A1 OSOmomn Bt

] S5L Reuse: [ 5oL 6 2t [ 5ol =23 wiE [ soL gttt #gE
[ Invalid 934 &3 AEA0 jEk-RE

« Full Handshake / Reuse Session

H &S| Ol Zd 7=|_l|- Mo AI_H
- S53 8 A4 duhdES 7 An)
0421135 SSLEAE DN 2020-04-22 ~ 2020-04-22 Y= 23 Mbps, 5L COPY Mbps, 55 Mbps, SSL CPS, SSL Open comnection, SSL Full SSL Reuse, SSL oz zy
. O:l 74 AEI H_H E_ 7.| @R SLERW ETN  200H2 - 0042 M2 7|7 M 32 B2 29 =83 Mops, S5LCOPY Mbps, 55U Mbps SSL CPS, 5L Open conecin,S5L Ful L Reuse..
—

0400 1607 551 EXW #2K 2020-04-02 ~ 2020-04-02 B2 7|7 Q) 78 e 8 LS5 Mbps, SSLCOPY Mbps. 551 Mbps, SSL (P, 551 Open connectian, SSL Full 551 Reuse .
1
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APPLICATION INSIGHT SVA =2 X%

Trouble Shooting (AIMANAGER)

HIRIE QI3 HE ol U E2jE #E 2Ho|

o |
= )
= QIEm0|A

-4
=
=

Trouble Shooting

. HEZ oA
. HE x7/%}
. g Bl

. IjAQE %x7|3}
x

AL K|

« Debug Log =&
- TCPDUMP =%







MONITOR/I\PP 4. ?'_EFT HOI-IO_|- E':I *I.E:"

Chosst T4 A

Deployment;—Active

1. 22J0|UEREE SSLE2T oA U B3}/ ethl
2. Ot AARICZ B8535} EafE| &4l /eth2

3 EotAAdleR BE 5535} EofY 441 / ethd

4. SSL A &35 & SSL MHZ &4l / eth3

Client SSL Server
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Chsst T4 4

Deployment;— Passive

+ Out of Path2 g & 20t A[A-0| S22} & Ecfas HE57|

« Active Inline £ E&} Passive Inline 25 SA| AFE 75

1. Active Inline 25 S2 Z2MA 5
/eth1 — eth2 — eth4 — eth3

2. Bt BE5} SSL EfR &4
/ eths, eth6 -

=

Client SSL Server
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Chsst T4 4

Deployment — SSL Offioad

Z2}0|AHE ALO|E&= SSL/TLS EAIGI
HTTP 20| CHSt HTTPS Redirection 7

1. Clientol| M 245k SSL E2HH0]| CiSH 528 8 / eth1
2. 255} 2l Y2 E2l Server2 M4 / eth?

3. e HE S EofT A5 3/ eth2

4. AS5E SSL E2fT Client2 24 / eth]

SSL Server

P R

Client
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Chsst T4 4

Deployment'— Mirror

Out of Path2 A=l HOF A|A
22t 44 0] Ot Mirror HhAl

- RSA EtY) SSL Ezfmigt &

1. 2AFE (Mirror) ¥&38 E2iT
/ eth1

2 2535} =l SSLEgfg &M
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